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ABSTRACT 

When a user has been revoked or marked as an unauthorized person by the data owner, he/she sends a 

command to the server telling to re encrypt the data. This prevents the user who has been revoked to decrypt the 

data. A cloud computing environment consists of several cloud servers and hence when the data owner sends a re-

encryption command to the server sometimes the command may not be received and executed by all the cloud servers 

due to some network issues. To overcome this problem we proposed a re-encryption scheme (R3 scheme) which is 

a time based scheme which automatically re-encrypts the data based on the cloud server’s internal clocks. Attribute 

based encryption is used to allow fine grain access control which means it does not require a perfect clock 

synchronization for correctness. 
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INTRODUCTION 

Mohan Priya (2013), proposed a R3 scheme, a new method for managing access control based on the cloud 

server’s internal clock. They also stated the fact that this scheme does not rely on the cloud to reliably propagate re-

encryption commands to all servers to ensure access control correctness. The solution remained secure using instant 

mailing system. They have proposed an automatic, instant mailing system which is suitable for the cloud 

environments. They also proposed a solution stating that there proposed scheme has no need of the perfect clock 

synchronization. They have provided many advantages of the R3 scheme, some of them are which said the user can 

identify the data losses, provides data security and the access control when the users require data for sharing on one 

cloud server. 

Minu George (2013), analysed the different attribute based encryption schemes like ABE, KP-ABE,             

CP-ABE, HABE, MA-ABE and ABE with non-monotonic access structure. The type of access structure is what that 

categorizes the schemes as either monotonic or non-monotonic. They also proposed that there schemes also enables 

dynamic modification of access policies and supports efficient on demand user/attribute revocation and break glass 

access under emergency cases or scenarios. They have stated some issues such as scalability in the key management 

and the flexibility in access and also provides an efficient user revocation and stated that these issues can be the most 

important challenges towards achieving fine-grained. For improving the limitation assembled system they have 

proposed the category Heuristics on attribute based encryption (CHAE) scheme. 

Goyal (2006), introduced the concept of Attribute Based Encryption (ABE). In an ABE system, a user's keys 

and cipher texts are labelled with sets of descriptive attributes and a particular key can decrypt a particular cipher 

text only if there is a match between the attributes of the cipher text and the user's key. The cryptosystem of Sahai 

and Waters (2006), allowed for decryption when at least k attributes overlapped between a cipher text and a private 

key. While this primitive was shown to be useful for error tolerant encryption with biometrics, the lack of 

expressibility seems to limit its applicability to larger systems. 

Mate Horvath (2006), proposed a scheme for efficient identity based user revocation in multi authority CP-

ABE. This securely forwards a revocation related computation to the cloud service provider or even the user as well 

which could allow immediate halt of a user and not allowing the decryption of all the encrypted cipher texts done 

previously. They also stated the fact that there construction has been proved in the generic bilinear group model and 

also said that it would also be possible to provide full security by adapting dual system encryption methodology. To 

buildup there model they have used the prime order group construction of Lewko and Walters, because of one of its 

good property of having free or independent attribute authorities. They have launched a central authority and yet 

they have stated that there system remained distributed. 

Rajkumar Gaikwad (2014), proposed that data user with invalid keys cannot decrypt the cypher text from 

cloud and in data consistency all data users who request file f should receive the same content in the same time slice. 

The file content can be known to the data user with valid key and the cloud server should not unnecessarily re-encrypt 

any data. They have proposed a system which is based on two algorithms which is AES and the reliable re encryption 

algorithms. They have also provided a brief description on their systems architecture which has been taken as a 

method and discipline for effective implementation of the system. They stated that all the normal users, data owners 

and admins all are considered as client and with the help of the browser the client communicates with the server for 

accessing and manipulating the data which is being uploaded into the cloud. 

Arudra Gopala Rao (2015), proposed a way of attribute based encryption based on the content and time 

intervals of the file before uploading the data into cloud it is being encrypted and later being transferred into the 

cloud server after being uploaded without any commands from the data owner the server encrypts the data and it 
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stores the data in the cloud server point. The authorized user when requires this data sends a request to the cloud 

server which then sends an authentication key to the users mail so that the user can download the data later. 

Shyam Sarania, Amit Gupta (2013), analysed that with the rapid development of cloud computing more 

enterprise will try to store their sensitive data for sharing it in a cloud. In order to keep the shared data in a confidential 

manner against untrusted cloud service provider and to store data only in the encrypted data and revoking the access 

right from users when they are no longer authorized to access the encryption scheme is proposed which is based on 

the internal server of cloud server thus the data owner may be offline in the process of user revocation. 

Hamdan Al-Sabri, Saleh M. Al-Saleem Riyadh (2013), proposed that cloud computing is one of the most 

important way that allows us to share distributed resources. It is a complex in nature which results in many security 

related issues. Data security is an important factor in cloud computing as encrypting data plays a main role in 

protecting data in the cloud storage. More over storing data is the main concern in term of security. In order to protect 

the data during transferring it to the cloud storage we need some encryption technique to protect the data from 

unauthorized users. There are many encryption techniques but CSE architecture allows to encrypt data and to index 

it in a manner that ensures the protection of data during transportation. 

Quin Liuyz (2011), analysed that one of the important method to secure cloud computing is to encrypt the 

data and upload it into the cloud. That is done by the data owner. When a user is revoked the data owner sends a 

command to the server saying to re encrypt the data. Which prevents the user who has been revoked to decrypt the 

data and generate also provides decryption keys only to the authorized users. A cloud comprise of several replicas 

where the data get replicated. To overcome this problem we propose a re-encryption scheme (R3 scheme) which is 

a time based scheme. This automatically re-encrypts the data based on the internal clocks in the cloud servers.  

Pooja (2013), proposed that storing data in clouds always face security issue therefore there is a need to be 

focus on the data storage security which is an important feature for quality of service, data owner store the encrypted 

data in the cloud to provide more security and also issue decryption try to the authorized user to access the data from 

cloud and as soon as user is revoked, data owner need to re-encrypt the data so that revoke user cannot access the 

data again. To solve this problem the proposed time-based re-encryption scheme will be helpful. Automatic re-

encryption of data will take place based on the internal clock value present at the cloud server.  

Srujana (2013), proposed that an efficient data retrieval scheme uses attribute based encryption. That 

provides rich expressiveness access control. The cloud storage based on information retrieval service is the latest 

idea in the market but there are many issues which need to be relinquished in the future. Though they provide possible 

improvement but users will be facing problems. Therefore to make it more effective they proposed an effective time 

period for different attribute for the user. 

Siva Prasad (2014), suggest that storage of information in the cloud is to keep in and usable from multiple 

distributed and connected resources which comprise cloud. Cloud storage offer the advantages of larger accessibility 

and reliability; speedy deployment; robust protection for knowledge backup, archival and disaster recovery purposes; 

and lower overall storage prices as a results of not having to buy, manage and maintain overpriced hardware but 

cloud storage have the issue of storage and security. Third party’s cloud system does not offer the prevention. 

Securing the data from the third party is the main challenge in the cloud environment. 

Existing System: In the existing system the file sharing concept is being done in the cloud. One of the reliable ways 

to secure the data that the owner uploads into cloud is to encrypt the data from the data owner side and then upload 

it into the cloud. This way the data becomes secured from the untrusted cloud service providers (CSP). Some of the 

encryption techniques such as AES, DSA, and RSA can be used to encrypt the data before uploading into the cloud. 

Even after the encryption of data, the problem of storing data in cloud lies in revoking access rights from the users 

that is even after revoking the access rights from a particular user to decrypt the data from cloud to the user using the 

previously provided encryption key tries to decrypt the data without the authorization of the user. Thus to prevent 

this re encryption techniques is used. In the existing system proxy re-encryption (PRE) is implemented for re-

encryption of the data. PRE is also called as command driven re-encryption scheme, where the cloud server executes 

re-encryption after receiving command from the data owner to re-encrypt a particular encrypted data. Cloud is 

essentially a large scale distributed system where the data owner’s data is replicated over multiple servers for higher 

and easy availability. So when a re-encryption command is sent by the data owner it sometimes may not propagate 

to all the servers in a timely fashion and thus leading to a security risk. 

  
Figure.1. Existing System 
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Proposed System: In the proposed system, we proposed a reliable re-encryption scheme (R3 scheme) and also used 

Attribute based encryption technique (ABE) which provides fine grained access control and is also a very flexible 

encryption schemes. It allows data to be encrypted using the access structure which compresses of different attributes. 

The R3 scheme is a time-based re-encryption scheme that allows each cloud server present in the cloud to 

automatically re-encrypt the data based on its internal clock. In the R3 scheme the authorized users are issued with 

the keys associated with attributes and attribute effective times. This can be decrypted by the users using the keys 

with the attributes which satisfy the access control and the access time. But in the PRE the data owner and the Cloud 

service provider share a secret key with which each cloud server can re-encrypt the data by updating the data access 

time according to its internal clock. The better solution is to allow each cloud server to independently re-encrypt the 

data without the requirement of the data owner to send re-encryption commands to the server. This better solution is 

provided by our R3 scheme and thus there is no security risk and the data is being re-encrypted and the authorized 

users can only download the encrypted data. 

 
Figure.2. Proposed system 

Components of the system: 

User and owner registration: The user and the data owner must first register in the cloud. The registered 

information is stored in the cloud and a unique Id is generated for every registered user of the cloud. The registered 

data owner can later upload files securely into the cloud for storage in the multi cloud later can also efficiently 

download the required files which they uploaded. 

File upload: In this module the data owner uploads the file in to the cloud. If the owner consists of some sensitive 

data or some records that he/she wants to upload the data owner must first encrypt the data before uploading. The 

data owner can also view their uploaded files. 

Attribute based encryption: In order to protect the data stored in the partially trusted server we adopt the Attribute 

based encryption technique (ABE) as a main encryption primitive. It is a one too many based encryption technique 

that allows the user to encrypt and decrypt the data based on the user attributes. The secret key of the user and the 

cipher text are dependent on the attributes which can be the user’s country that he/she is living or kind of subscription 

that he/she has. In this system the decryption is possible only if the set of attributes of the user key matches the 

attributes that are present in the cipher text. This also enables the data owner to selectively share his/her data among 

a set of users by encrypting the data under a set of attributes, without having the need to know the complete list of 

the users. 

Secure sharing: It is the file download module where the user can download the file which has been saved in multiple 

cloud servers. The file is downloaded with a secret key which is only known to the user and the data owner. If the 

key is being entered incorrectly by the user then that particular user will be blocked else the user can download and 

view the original file successfully. 

Future Work: In cloud the chance of data being hacked is more, we hereby provide security by encrypting the data. 

By providing fine grained access control by using the attribute based encryption technique solves the complex access 

control over the cipher data. In some cases ABE is said to have low access control than the Hierarchical attribute 

based encryption model which uses the property of hierarchical generation of keys. HABE consists of a root master 

[RM] which corresponds to third thrust part [TTP], having multiple domain masters of which the top level domain 

master corresponds to the multiple cloud users and intern this multiple users corresponds to all personnel in a cloud 

enterprise. It has a hierarchical structure thus it got its name as hierarchical attribute based encryption. This HABE 

scheme also satisfies the fine grained access control along with scalability and full delegation. The data can be shared 

by the user in the cloud in a proper enterprise environment. Moreover it can also be applied to achieve proxy re-

encryption scheme. It is comparatively more flexible than that of the ABE and also it has a good collision constraint 

than that of the ABE scheme. So in the future we are going to replace our proposed ABE encryption algorithm with 

the HABE algorithm to provide better encryption process that has good fine grained access control and flexibility 

and scalability and provide more security for the data after being uploaded into the cloud. 



Journal of Chemical and Pharmaceutical Sciences                                                                      ISSN: 0974-2115 

JCHPS Special Issue 2: February 2017 www.jchps.com Page 150 

2. CONCLUSION 

In this paper we have proposed the reliable re-encryption scheme which is a new method for managing the 

fine grained access control which is based on the cloud server’s internal clock. The main motive of this paper is to 

provide a secure cloud environment in which the data owner can securely upload encrypted data and also download 

it at his/her own will and prevent unauthorized users from downloading the data with the decryption keys provided 

to them earlier. The re-encryption process helps the data owner to re-encrypt the data so that the unauthorized users 

cannot download the data. This way the data is secure and also the R3 scheme makes it easier for the user as re-

encrypting the data is done by the server with the help of its internal clock and does not need the data owner to send 

the command to the server to re-encrypt the data like in the command based scheme. 
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